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Consulting Statement of Work

Request Details
Engagement # SOW2019039
TITLE: PAnorama Technical Support Team 
SOW ISSUE Date: February 15, 2019
REsponse due Date: March 8, 2019 @12:00PM
	Consulting Category or categories
	Seniority level (**SEE BELOW)

	Technical Analyst 
	Specialist 


This Consulting Statement of Work may only be used to engage Service Providers on the Pre-Qualified Consultant List and only for Consulting Categories appearing on the Pre-Qualified Consultant List. Service Providers and Independent Contractors (aka Consultants) who are not on the Pre-Qualified Consultant List may not be considered for an engagement using this SOW. 
Conditions applying to response:

1. No responses will be accepted after 12:00pm on the Closing Date specified above. 
2. Statement of Work must be signed by an authorized signatory of the sole proprietor, firm, corporation or other entity submitting a proposal for purposes of this engagement (the “Service Provider”). 

3. All Consultants proposed MUST meet the requirements for the Seniority Level stated above.

4. Complete a Statement of Work for EACH Consultant in respect of the engagement hereunder. The maximum number of individuals each Service Provider may put forward as a Consultant for this engagement is 1. Include a resume for each Consultant proposed and each individual Consultant forming part of a team proposed for this engagement. Each resume is to be a separate attachment.
5. Submit a one page cover letter with this Statement of Work.

6. Reference the engagement number and title, as indicated above, in the subject line of the reply email.

E.g. “20110801RST Change Management for Project X” and send along a cover letter with the Statement of Work to:

Email: IMITSContracts@phsa.ca 
7. Do not contact any employee of the Purchaser other than the individual named above regarding the status of submitted responses.
8. Submit any questions about the engagement or the process by email to the individual named above.

9. All capitalized terms shall have the same meaning as defined in the Statement of Work except as otherwise expressly defined in the Contract Terms and Conditions for General Health Care Consulting Services and IMIT Consulting Services (the “Terms and Conditions”).
Failure to comply with any of the above requirements may result in rejection of your proposal at the sole discretion of the Purchaser
Following the Closing Date:

1. Responses will be evaluated in the following areas:

· Approach

· Qualifications and Education

· Value Adds

· Price

2. Interviews may be held with Consultants that have been short-listed in step 1.
3. References of Consultants may be contacted by the Purchaser and the results of the reference checks used to determine the successful Consultant.
**Please note: You may receive this Statement of Work more than once if you are pre-qualified in multiple categories.
Seniority Level Descriptions

· Intermediate

· A Degree in Consulting Category related disciplines and a minimum of two (2) years of related Consulting Category experience; or

· A Diploma in Consulting Category related disciplines and a minimum of three (3) years of related Consulting Category experience; or 

· A Certificate in Consulting Category related disciplines and a minimum of four (4) years of related Consulting Category experience; or 

· An absolute minimum of six (6) years of directly related Consulting Category experience. 
·  Senior

· A Degree in Consulting Category related disciplines and a minimum of four (4) years of related Consulting Category experience; or

· A Diploma in Consulting Category related disciplines and a minimum of five (5) years of related Consulting Category experience; or 

· A Certificate in Consulting Category related disciplines and a minimum of six (6) years of related Consulting Category experience; or 

· An absolute minimum of eight (8) years of directly related Consulting Category experience. 

· Expert

· A Degree in Consulting Category related disciplines and a minimum of six (6) years of related Consulting Category experience; or

· A Diploma in Consulting Category related disciplines and a minimum of seven (7) years of related Consulting Category experience; or 

· A Certificate in Consulting Category related disciplines and a minimum of eight (8) years of related Consulting Category experience; or 

· An absolute minimum of ten (10) years of directly related Consulting Category experience. 

· Specialist

· Multiple Degrees (or other qualifications) relevant to Consulting Category disciplines and a minimum of ten (10) years of related Consulting Category experience; or

· An absolute minimum of fifteen (15) years directly related Consulting Category experience. 
	Engagement Definition

(completed by Purchaser’s representative)

	1. Purchaser: 

PHSA of 1795 Willingdon Avenue, British Columbia, V5C 6E3, is the contracting authority on behalf of:
(double click the checkbox you want to use and choose “checked”)

 FORMCHECKBOX 
  Fraser Health Authority (“FHA”)
 FORMCHECKBOX 
  Interior Health Authority (“IHA”)
 FORMCHECKBOX 
  Northern Health Authority (“NHA”)
 FORMCHECKBOX 
  Provincial Health Services Authority (“PHSA”)
 FORMCHECKBOX 
  Vancouver Coastal Health Authority (“VCH”)  or   FORMCHECKBOX 
 VCH acting as agent for Providence Health Care Society (PHC)
 FORMCHECKBOX 
  Vancouver Island Health Authority (“VIHA”)
(the “Purchaser”)



	2. Department: 
Provincial eHealth Operations, IMITS

	3. Project Description:  

For meanings of acronyms, please consult the Panorama - Glossary of Terms.

Panorama is a Pan-Canadian public health clinical and surveillance information system developed by IBM Canada. It is comprised of a number of different core modules: 

· Vaccine Inventory Management: allows public health professionals to record and maintain materials and supplies (vaccine and otherwise) inventories
· Family Health: addresses the requirements of public health providers who assess, provide anticipatory guidance and collect data regarding general health, growth, developmental milestones, feeding practices, vision, nutrition, dental issues, safety and injury prevention for mothers and babies (pre and post-natal), children, youth and adults
· Immunizations Management: enables public health professionals to forecast and record immunization information including information on consent and adverse reactions
· Investigations Management (Communicable Disease Case): provides tools to help public health professionals identify and monitor cases, trace exposures and contacts and manage interventions, signs and symptoms and outcomes
· Outbreaks Management: supports public health professionals who are investigating, monitoring, analyzing, communicating and reporting on outbreaks
· Shared Services/Work Management: functionalities or components that support the work of other Panorama modules
Panorama also offers a solution for appointment scheduling, here referred as “Bookings Solution”. Panorama integrates with a third-party application (Cambian Scheduler) that  is used to schedule and manage appointments for various Public Health services (e.g.

Immunizations, tuberculosis testing, prenatal screening, etc.). 

There is a system interface between Panorama and Cambian. This interface consists of a collection of web services that are invoked by the external application and which: 

(i) Retrieve, query, create and update Panorama client information, 

(ii) Retrieve Panorama service delivery location and security details (e.g. the organization user roles associated with a particular account) data and finally 
(iii) Upload appointment data to Panorama. 
These service invocations and the corresponding responses employ a SOAP/HTTP-based transport. 
Besides the Bookings Solution integration, Panorama modules are also supported by multiple integrations with other systems.  We currently have system interfaces for Panorama, while others are being developed. Interfaces include:

· PARIS: integration with the Primary Access Regional Information System (PARIS) from Vancouver Coastal Health (VCH), where daily, one way feed sends information about Communicable Diseases (CD) Case Investigation from PARIS to Panorama. 

· BEST: daily integration with BC Early Hearing Surveillance Tool (BEST), an application deployed province wide that helps in conducting early hearing assessments and services. Client data, summary hearing assessment and occasionally, Audiology assessments are sent BEST to Panorama, which displays this data as read-only.

· CR/EMPI: interface between BC’s Client Registry/Enterprise Master Patient Index (CR/EMPI) and Panorama, where Panorama can access information of clients and create new clients in Panorama using data retrieved from client registry.  This interface will eventually also enable the updating of demographic data from Panorama to CR/EMPI. 

· PHRDW: the Public Health Reporting Data Warehouse (PHRDW) is a platform implemented by BCCDC to allow population-based public health surveillance, and to support Health Authorities in monitoring public health of their constituents. Panorama’s interface with PHRDW utilizes the Oracle GoldenGate middleware solution to copy all case, outbreak and immunization data necessary for surveillance from Panorama to the Panorama-PHRDW Staging server.
· STIX:  Student Information Exchange interface that receives, matches and uploads student data from the Ministry of Education.

· PHIX/DHIR:  Public Health Information Exchange/Digital Health Immunization Repository is add on functionality developed by a jurisdiction partner that is customized to BCY requirements to receive FHIR messages and provide functionality for an end user to validate the data before it is processed into Panorama.
· CD Web Services:  Web services to receive Communicable Disease data into Panorama.
· IMMS Web Services:  Web services to support retrieving immunization data from Panorama.

User Base

Panorama supports BC and Yukon Health Authorities and public health care professionals in the management of public health services, including new and emerging communicable diseases. Panorama has an active user base of around 2000 users from across the British Columbia province and Yukon territory. These users work from Public Health Unit Branches or Regional Sites in:

· Health and Social Services Yukon

· Interior Health Authority (IHA)

· Fraser Health Authority (FHA) 

· Northern Health Authority (NHA) 

· Vancouver Island Health Authority (VIHA)

· Vancouver Coastal Health Authority (VCHA)

· Provincial Health Services Authority (PHSA) 

· British Columbia Centre for Disease Control (BCCDC) 

· First Nations Health Authority (FNHA) and

· Medical health officers.

Architecture

Panorama leverages existing Health Authority and provincial infrastructures, including networks, integration brokers and authentication strategies. From the point-of-service perspective, Panorama is a web-based application and is designed to be easily accessible by Internet browser on any point of care location. A high level description of its different architecture tiers would include: 

· Edge servers (load balancer)

· Presentation servers (IBM Internet http Server) and CA Siteminder (authentication)

· Web application servers (IBM Web Sphere Application Server)

· Operating Database cluster (Oracle)

· Reporting database cluster (SAP Business Objects)

Message brokers (IBM Message Broker and MQ components)
The general structure of the data center solution conforms to a multi-tier security configuration consisting of a presentation (DMZ) layer, an application layer and a database/data storage layer in a secured zone (Zone B). Solution also includes an Enterprise Service Bus (ESB) that facilitates communications between internal and external applications. Physical Servers and network infrastructure are managed by Office of the Chief Information Officer (OCIO), who also engages in hardware maintenance and hardware updates.
Support Services

The operational support for Panorama is a task that demands coordination and cooperation from a large number of technical and business teams from different organizations (internal and external to PHSA). Support Services for Panorama are therefore decentralized, with many players sharing multiple responsibilities:

· Local Support Services: First point of contact for end-users of Panorama. Provided by local support teams from each Solution Partner.

· Central Support Services: Centralized application support and support coordination services, provided by the BC Provincial Health Services (PHSA) to all Solution Partners. Local Support Services escalate critical issues to Central Support whenever unable to address them locally.

· Infrastructure Support Services: Services provided by various organizations to ensure a sound and secure technical infrastructure for the Panorama application in BC and Yukon.

· National Product Support and Coordination: Services provided by the software vendor to ensure the Panorama application meets the needs of end users in BC and the Yukon.
The support services expected from the successful applicant to this SOW will include work both at the Central and Infrastructure Support levels. Further details will be covered in section 5 (below).

	4. Reporting to: 

PHSA, IMITS, Manager of Provincial Public Health

	5. Services Required: 

The scope of work detailed in the next sections will serve as the base for current contract negotiation and all future contract negotiations.

The successful applicant is expected to supply a Technical Support Team that will provide sustainment and maintenance services for Panorama application and all related infrastructure. Additionally, other on-demand services may be required and requested.

Scope of Work

The applicant will be responsible for the support, management and planning of the Panorama BCY technical infrastructure (servers, middleware, and infrastructure) to meet the needs of production, test, training, and development environments. Panorama is hosted in two data centers that provide redundancy environments (Disaster Recovery and Swing). These data centers are geographically dispersed and are managed by OCIO. The applicant will work in conjunction with OCIO while supporting applications and environments.

The work includes, among other things:

· Upgrade of existing technical environments or creation of net new environments to support the ongoing needs for production (operations),

· Deploy of subsequent releases of Panorama in BC,

· Apply configuration packages and general updates to all Panorama environments

· Monitoring databases, servers, infrastructure in general, and applying preventive and corrective measures in case of issues

The Technical Support Team will work closely with support and project teams from PHSA IMITS, BCCDC, OCIO and IBM.

Technical Support Services

The work of the Technical Support Team must integrate seamlessly with PHSA operational support processes. Please find more details about technical support services organization in a document called “Panorama - Technical Support Services.docx” (see attachment).

Interface Support

All system interface support services share a core of activities, common to all interfaces:

· Investigation and troubleshooting of interface issues

· Monitoring of interface status and integration success

· Monitoring databases and audit logs relevant to interfaces

· Maintaining and updating custom coded interface Adapters

· Supporting testing efforts by PHSA’s support team (access logs, re-send data packages, etc.)

· Coordinating deployment of updates for all interface adapters

· Maintaining connectivity with external environments (Firewall changes, end-point changes, etc.)

Certain interfaces demand specific support services:

· PARIS: integration with the Primary Access Regional Information System (PARIS) from Vancouver Coastal Health (VCH), where daily, one way feed sends information about Communicable Diseases (CD) Case Investigation from PARIS to Panorama. 

· CR/EMPI: Participation in Technical Change Advisory Board for interfacing systems

· CAMBIAN Scheduler: Reviewing error logs from Cambian Scheduler in the context of Troubleshooting support

· CR/EMPI Phase 2: adapter code updates and current issue troubleshooting

· BEST: adapter code updates and current issue troubleshooting

· PHRDW: DBA support in case of new releases. GoldenGate expertise required. 
· STIX:  Student Information Exchange interface that receives, matches and uploads student data from the Ministry of Education.

· PHIX/DHIR:  Public Health Information Exchange/Digital Health Immunization Repository is add on functionality developed by a jurisdiction partner that is customized to BCY requirements to receive FHIR messages and provide functionality for an end user to validate the data before it is processed into Panorama.
· CD Web Services:  Web services to receive Communicable Disease data into Panorama.
· IMMS Web Services:  Web services to support retrieving immunization data from Panorama.

Middleware Service Support

Panorama architecture includes many middleware applications (like IBM WebSphere Application Server, Message Broker, MQ, Oracle database, Xythos document management, BusinessObjects) running in a variety of operating systems and platforms (AIX, Solaris, HP, Windows Server, Linux). Licensing and allocation must be monitored and controlled for most of these systems. Services would include:
· ESB support/maintenance
· Support for Middleware for Cambian Scheduler interface

· Middleware support services for around 20 Panorama Environments
· Communicating with OCIO directly if necessary to coordinate service delivery, responding to OCIO requests for updates (server, applications, etc.) and recommending OCIO services in terms of infrastructure and software support 

Maintenance Schedule

Please refer to “Panorama Technical Support Services – Maintenance Schedule.docx” (see attachment) for a schedule of the most common daily and weekly support activities.

On-Call Support

The successful applicant will supply regular and on-call support for Panorama’s infrastructure services. High-severity issues will demand prompt responses. As a reference, please see below current service hours for infrastructure support. During weekdays (Monday to Friday), regular support is expected during business hours, and on-call support is expected to extend these hours, both early morning and evening. During the weekend, only On-Call support is expected. 

Hours – Monday

to Friday

Hours – 

Weekend

Regular Support

• 8am – 5pm

On-call support

• 7am – 8am

• 5pm – 8pm

On-call Support

· 7am – 8pm

Other Services

In addition to the services described above, the successful applicant will also be available to:

· Provide other on-demand services as required or requested

· Travel occasionally for supporting critical work items or to be present in important meetings

· Actively participate in the various Panorama Committees, attending meetings and engaging in the decision making process

Out of Scope

· Core code updates or software development work to either Panorama or Cambian Scheduler (these are handled by other suppliers) 

· Desktop Support

· Local Help Desk Support (first level support to users of either Panorama or Cambian)

Response Requirements

The applicant must provide a detailed response to this SOW, where they will cover, at a minimum, the following items:

· Approach to fulfilling scope of work required (as outlined in section 5)

· Cost and Resource Breakdown

· Please refer to Section 6 for details for cost breakdown requirements

· Support Services

· Detail your offerings in terms of different tiers of support services

· High-Level Description of suggested support process and services

· Suggested Service Level Agreements 

· Hours or regular service

· Hours of on-call service

· Target response time according to incident severity

(1) Dependencies for achieving the described levels of service

· Channels for contact

· Helpdesk availability and hours

· Inform how channels and processes through which PHSA can make use of these services

· Communications Plan: 

· Inform all different aspects of your communications plan

· Status updates on work items,

· Updates on infrastructure monitoring, 

· Status updates for issue resolution,

· Participation on working groups

· Issue tracking and monitoring

· Inform the processes and tools in place to keep track of work items: issues, bugs, requests for change, improvements, etc. 

· Indicate other tools used as part of support processes (for testing, performance monitoring, and any other support activity)

· Reporting and Billing System

· Inform your process for reporting monthly activities and costs. The system must keep track of hourly efforts per activity/resource, so as to be able to provide reporting statistics on service levels

· Provide a sample or template of the proposed billing format

· Further adjustments to reporting format may be necessary and will be discussed with PHSA
· Travel expenses

· Include estimates for travel expenses if necessary

· Work History

Inform your expertise and previous work experience with Panorama (if applicable) or with any of the major stakeholders for either project or operations (IBM, PHSA, BCCDC, OCIO)


	6. Pricing Options Preferred:

When presenting your cost estimation and resource allocation, your proposal should cover the following Operational Support Services sections:

· Basic Level: mandatory support activities whose aim is to maintain Panorama and Cambian to a very minimal standard of functionality – “keep the lights on”. Please present a monthly breakdown of activities, responsibilities and costs.

· Full Support Level: support activities encompass the full operational requirements as described in the scope of work from this SOW. Present a monthly breakdown of activities, responsibilities and costs. Note: these items will fluctuate month to month in terms of resources required so please present your strategy for how to reflect that in your costing structure.

· Project Support and Ad-hoc Services:

· Provide a rate card for all resources and expertise that can be called in for additional work requirements

· Explicitly inform how PHSA should proceed to procure and subcontract additional services not explicitly covered in this SOW or extend agreed services (what is the process to submit requests, documentation expected, approval process, expected turnover times, etc.)

Make sure to inform a list of available resources, with roles, responsibilities and seniority levels (like Project Manager, Architect, Technical Analysts, DBAs, Admin Support, and others.)


	7. Constraints and Special Considerations: 

None

	8. Specific Qualifications or Experience Required:  

The purpose of this SOW is to engage a team of consultants with the in depth technical experience for supporting Panorama Operations at Intermediate to Expert levels. Other qualifications expected:

· Previous technical and business knowledge working with Panorama is preferred.

· Extensive knowledge and experience with Public Sector and BC Legislation regarding privacy (Freedom of Information and Protection of Privacy Act, Public Health Act, Health Authorities Act, among others), as well as privacy requirements as they apply to health care and information systems 

· Previous successful experience in supporting provincial (province-wide) systems, especially Health Systems solutions

· Experience working with OCIO hosting services

· Experience in managing and evaluating software licenses

· Experience in interface and system integrations 

· Five years of healthcare related experience
All of the following are mandatory

· Strong Project Management methodology that covers the full project life-cycle including project initiation, planning, execution, reporting, issue tracking and project closeout

· Strong Software Development methodology that covers the full development life-cycle including requirements, development, UAT, SIT and transition to operations

· Strong working relationship with PHSA IMITS and Provincial Public Health Information Systems (PPHIS) and knowledge of its processes and policies

· Strong working relationship with BC Office of the Chief Information Office (OCIO) and knowledge of its processes and policies

· Strong working relationship with Ministry of Health (MOH), in particular the Business Management Office (BMO) and Ministry Information and Security Office (MISO) and knowledge of its processes and policies

· Working relationship with the Ontario Ministry of Health and Long term Care, in particular in support of STIX, PHIX and DHIR applications

· Experience with HL7 FHIR v3 and HL7v3 message specifications

· Experience developing and troubleshooting RESTful Web Services for the Panorama application
· In-depth knowledge of the Panorama DDUC (Detailed Design Use Case) and database structure
· Experience with deploying and upgrading Panorama application 
· Experience with upgrading Oracle databases

· Experience with Oracle GoldenGate 12c

· Experience with IBM WebSphere Message Broker and Queue (WMB/WMQ) framework

· Experience with Apache Camel framework

· Knowledge of STIX, PHIX and DHIR architecture and code from Ontario Ministry of Health and Long term Care
All of the following are preferred

· Experience with the technologies noted in section 5

· Vendor to be located within the Lower Mainland or Victoria, British Columbia



	9. Statement of Work Reference Documents
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	10. Start Date of This Engagement:

May 1st 2019

	11.  End Date of This Engagement:

December 31st 2021 

	12.  Possible Future Extensions to This Engagement:  

Number of Potential Extensions: 0
Duration of Each Potential Extension: 0


	13.  Terms and Conditions:  

Contract Terms and Conditions for General Health Care Consulting Services and IMIT Consulting Services previously accepted in the pre-qualification application process are non-negotiable and will apply in respect of the engagement envisaged in terms hereof. 
The Indemnity, Liability and Insurance clause applicable for this engagement is:

(please check one)

 FORMCHECKBOX 
  General Health Care Consulting Services (Article 11 of the Terms and Conditions applies)

 FORMCHECKBOX 
  IMIT Consulting Services (Article 12 of the Terms and Conditions applies)



	14.   Incumbent
 Yes, Incumbent in place.


	Engagement Service Provider Response

(completed by the Service Provider)

	1.  Service Provider information:  
(The “Service Provider”)

Service Provider to provide their legal name and address.

	2.  Service Provider Primary Contact: 
Service Provider to provide their primary contact name, email address and phone number.

	3.  Service Provider registered sales tax number (GST/PST/HST):  
Service Provider to provide sales tax number.

	4.  Consultant Proposed: 
Service Provider to provide name(s) of Consultant(s) proposed for this engagement

	5.  Relationship: 
Service Provider to disclose relationship of proposed Consultant(s) to the Service Provider:
 FORMCHECKBOX 
  Principal

 FORMCHECKBOX 
  Employee

 FORMCHECKBOX 
  Subcontractor (refer to definitions in Contract Terms and Conditions)

NOTE: By completing this section the Service Provider acknowledges that the Consultant(s) it is proposing is not a current employee of the Customer.

	6.  Summary response: 
Service Provider to summarize their understanding of Purchaser’s requirements.

	7.  Proposed Approach: 
Service Provider to provide details on how they intend to meet the Purchaser’s requirements.

	8.  Qualifications and Education of proposed Consultant: 
Service Provider to provide details of the Consultant proposed for the assignment including related experience and skills  

	9.  Expected Effort:  
Service Provider to estimate the number of effort hours or days by Consultant. (NOTE** number of effort hour or days and duration of work effort is NOT predicated by the start and end date of the engagement.


	10.  Availability of Proposed Consultant:

Service Provider to indicate the ability of the proposed Consultant to commence work on the Start Date stated in Section 9 of the Engagement Definition.

	11.  11.  Proposed Pricing: 
Service Provider to provide detailed pricing for this assignment which aligns to the pricing option preferred by the Purchaser as described in Section 6 of the Engagement Definition. Estimated out of pocket expenses must be listed separately. Payment of such expenses must be pre-approved by the Purchaser in accordance with existing travel expense policy.

	12.  12.  Value Added: 
Service Provider to identify value added services offered for this specific assignment including tools to be applied, access to specialized no fee expertise etc.

	13. Insurance Coverage:
14. The Service Provider selected by the Purchaser for the engagement set out herein will provide the Purchaser with a Certificate of Insurance from the Service Provider’s insurance company / broker indicating the types and amounts of insurance coverage held by the Service Provider as evidence that the Service Provider meets the Insurance requirements set forth in Section 12 of the Engagement Definition above and in compliance with the Contract Terms and Conditions for General Health Care Consulting and IMIT Consulting agreed to as a condition of being accepted on the Consulting Pre-Qualification List. The Certificate of Insurance is required before a Purchase Order will be issued by Supply Chain. For clarity, this requirement applies to the Service Provider whether it is a consulting firm or a sole proprietor (e.g. independent contractor). 


	14. Service Provider Conflict of Interest Declaration
The Service Provider and its shareholders, directors, officers, agents, servants or employees will take all reasonable steps to ensure avoidance of all direct or indirect conflicts of interest (either actual or potential) between any of their individual interests and those of the Purchaser.  If the Service Provider becomes aware of any reasonable possibility of any direct or indirect conflict, then the Service Provider will promptly disclose to the Purchaser the applicable facts and circumstances.  Failure to resolve a conflict to the satisfaction of the Purchaser will constitute a material default by the Service Provider entitling the Purchaser to immediately terminate this Contract without liability to the Service Provider.

Service Provider to indicate its agreement to the foregoing No Conflict of Interest statement:

 FORMCHECKBOX 
 The Service Provider agrees to the foregoing No Conflict of Interest statement.


	15.   Special Considerations Response:

11. In addition, Service Provider to describe how you will mitigate any constraints or special considerations identified by the Purchaser in Section 7 of the Engagement Definition.


	
	Signed by an authorized representative of the Purchaser
	Signed by an authorized signatory of the Service Provider

	Authorized Signature
	
	

	Name of Signatory (printed)
	
	

	Designation of Signatory
	
	

	Date signed
	
	


Parties agree that the requirements and the response provided above are mutually acceptable.  No contract is formed until such time as Supply Chain issues a valid purchase order for this Statement of Work.

Purchaser Conflict of Interest:
I, ___________________________________________________, as authorized signatory on behalf of the Purchaser do hereby declare and confirm that I have no direct or indirect conflict of interest, whether pecuniary, non-pecuniary or some other form (either actual or potential) between any duty owed to or interest of the Purchaser in respect of the matter of this engagement request or process.
I understand and agree that a conflict of interest could arise in relation to:

•
directorships or other employment;   

•
interests in business enterprises or professional practices; 

•
share ownership; 

•
beneficial interests in trusts; 

•
existing professional or personal associations with any proposed Supplier and/or Consultant (whether an individual, team or a firm);   

•
professional associations or relationships with other organizations; and

•
personal associations with other groups or organizations, or family relationships.

I agree I must and confirm I will immediately disclose any obligation, commitment, relationship or interest that could conflict or may be perceived to conflict with my duties to or interests of the Purchaser.

	
	Signed by an authorized representative of the Purchaser

	Authorized Signature
	

	Name of Signatory (printed)
	

	Designation of Signatory
	

	Date signed
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		Term

		Definition



		ADR

		Adverse Drug Reaction. Any adverse event associated with the use of a drug in humans, whether or not considered drug related, including the following: An adverse event occurring in the course of the use of a drug product; an adverse event occurring from drug overdose; an adverse event occurring from drug withdrawal.



		AEFI

		Adverse effect following immunization.



		BC

		British Columbia



		BC Yukon PHIP

		British Columbia and Yukon Public Health Information Project



		BCCDC

		BC Centre for Disease Control



		BCY 

		British Columbia and Yukon



		CD

		Communicable Disease



		CR/EMPI

		BC’s Client Registry/Enterprise Master Patient Index



		CNPHI

		Canadian Network for Public Health Intelligence



		DI

		Diagnostic Image



		EAI

		Enterprise Application Integration



		EHR

		Electronic Health Record. 



		EHRi

		Electronic Health Infrastructure – EHR Infrastructure means a collection of common and reusable components in the support of a diverse set of health information management applications. It consists of software solutions, data definitions and messaging standards for the EHR



		EMPI

		Enterprise Master Person Index



		EMR

		Electronic Medical Record



		ESB

		Enterprise Service Bus



		FH

		Family Health component of Panorama. Encompasses prevention and promotion activities and development of interdisciplinary and collaborative action plans with individuals, families and communities.



		FHA

		Fraser Health Authority



		FN

		First Nation



		FN PIP

		First Nations’ Panorama Implementation Project



		HA

		Health Authority



		HCIM

		Healthcare Client Identity Management



		HIAL

		Health Information Access Layer. Health Information Access Layer – means the service components, service roles, information model and messaging standards required for the exchange of EHR data and execution of interoperability profiles between EHR services



		HIV

		Human Immunodeficiency Virus



		HL7v3

		Health Level 7 versions 3 – an XML messaging standard used in health care applications. The standards, specifications or protocols for clinical and administrative data transactions as defined by the ANSI-accredited standards developing organizations operating in the healthcare arena.



		HSDA

		Health Service Delivery Area



		IHA

		Interior Health Authority



		IM

		Immunization Management



		IMITS

		Information Management / Information Technology Services



		MOH

		Ministry of Health



		NHA

		Northern Health Authority



		PARIS

		The clinical health data and reporting information system that has been implemented in the Vancouver/Richmond area of the Vancouver Coastal Health Authority.



		PHAC

		Public Health Agency of Canada



		PHIP 

		BC Yukon Public Health Information Project



		PHSA

		Provincial Health Services Authority



		PIA

		Privacy Impact Assessment



		PICnet

		Provincial Infection Control Network



		PLIS

		Provincial Laboratory Information Solution Project.  The Province’s integrated, laboratory solution project as more particularly described in section



		PNG

		Private Network Gateway.  PNG is a private network among the Health Authorities provided by TELUS



		PRS-Provider Registry

		The Province’s provider registry system.  This registry contains a comprehensive list of Clinicians in the province of British Columbia



		Solution Partners

		Business partners that are included in the Panorama BCY Implementation – Health Authorities, Yukon, BCCDC, and PHSA – IMITS departments



		SOA

		Service-oriented Architecture



		STC

		Scientific Technologies Corporation



		STI

		Sexually Transmitted Infection



		STRA

		Security Threat Risk Assessment



		TB

		Tuberculosis



		UAT

		User Acceptance Testing



		VCHA

		Vancouver Coastal Health Authority



		VIDS

		Vaccine Identification Database System



		VIHA

		Vancouver Island Health Authority
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From the operational perspective, Panorama support services are organized as shown in Table 1:



		

		Local Support Services

		Central Support Services and Support Coordination

		Infrastructure Support Services

		National Product Support and Coordination
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Technical Support Services will support many of the services presented above. This document details the technical support activities to be expected in each service area. 
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[bookmark: _Toc536451989]Incident and Service Request Management

· Level 2/Tier 3 support for production. Support activities pertaining to remediation of defects and issues or handling other requests for services. The technical support team will provide services that coordinate nicely with support processes currently used by PCST. Activities include:

· Reporting and handling submitted application defects and service requests (Panorama, Cambian)

· Reporting and handling submitted interfaces defects and service requests (PRS, CR/EMPI, PARIS, BEST, Labs, Cambian Adapter, PHRDW)

· general incident troubleshooting and deployment of fixes and 

· RTC management and code repository

· For a few more examples of activities, please see the “Technical Support Services - Maintenance Schedule”. It is expected that the provider will use some sort of activity tracking system that enables them to inform status of tickets, effort related to each ticket, recent comments, etc. Ideally PHSA resources will have direct access to this system. 

[bookmark: _Toc536451990]Service Outage Coordination and Business Continuity Planning

· Respond effectively to all unplanned/unexpected service outages, for both Panorama and Panorama Interfaces. Includes forwarding Service Outage Notifications to PCST and engaging actively in troubleshooting so that service can be restored at the earliest and within the limits of SLAs proposed. A process for escalation in case of outages should be developed and adopted. Also includes support activities for Planned Outages for maintenance windows.

· The technical support team must have a Disaster Recovery Plan (DRP) in place, which describes items like Disaster Recovery Steps, Hardware, Stakeholders, Recovery Point and Recovery Time Objectives, Capacity, etc.)



[bookmark: _Toc536451991]Application Support

[bookmark: _Toc536451992]Training Support and Coordination

· Support with training environment maintenance and updates. Creating new training environments that support Panorama, Cambian Scheduler and occasionally system interface training needs. There may be more than one training environment, reflecting different releases of the applications. Occasionally support training environments by scripting data loads or doing I2I copies from PROD data (that is first scrubbed of sensitive data) into training environments. Coordinate with PCST to schedule training environment updating windows. Training environments should be updated to reflect any change in PROD as soon as possible. Monitor training environment performance and ensure pre-defined levels of response time.

[bookmark: _Toc536451993]Configuration Management Services

· Support PCST in maintaining efficient and transparent processes for managing all changes to the jurisdictional configuration of Panorama

· Support activities related to Panorama configuration, will includes (but not limited to):

· Keeping track of all system configurations across different environments, servers, middleware, etc., ensuring changes are properly documented

· Execute Requests for Changes (RFCs)  and keep track RFCs applied in different environments (PROD, testing, UAT, training, development, etc.)

· Roles and Permissions

· Passwords tracking (for LPARs, database, servers, etc.)

· iTERM workbook: configurations that control “type ahead” and drop down values through the whole application

· Panorama Catalogue (vaccines, medications, etc.)

· Technical analysis across modules so that impacts of configuration changes as mapped and controlled

· It is expected that the provider will have an appropriate Configuration Management Tool to support this service.  

[bookmark: _Toc536451994]Reporting and UDF Services

· Deploy RFCs, Hot Fixes and improvements related to Reports and UDFs.

[bookmark: _Toc536451995]User Enrolment and User Account Management 

· Support User provisioning for development, training and test environments.  

[bookmark: _Toc536451996]Release Management

· Support PCST in planning deployment of application HotFix (patch) or Major Release, managing associated risks 

· Deploy RFCs, Hot Fixes, new Releases, etc.

· Support with infrastructure testing for new release deployment of Hot Fixes (sometimes necessary across multiple environments (DEV, TEST, UAT, TRAINING, PROD, etc.). Employment of automated test tools whenever possible.

· Following implementation of a HotFix or Major Release, monitor the performance of the Production environment and provide enhanced ‘Go Live’ support to PCTS and local Support Teams throughout stabilization period.



[bookmark: _Toc536451997]Infrastructure Support

[bookmark: _Toc536451998]Environment Management

· Provision of architectural guidance and technical design oversight on Panorama environments. Also includes environment infrastructure planning, management, setup, configuration and maintenance for all Panorama Environments (Test, Training, Development, Production, etc.). Additional work items:

(a)	User Management and Access Request

(i)	Support in situations where patches or system changes disrupt or prevent the automated load of user accounts into a environments

(ii)	Manage backend user access, with role attribution and VPN access request to SSBC whenever necessary

(b)	Repurposing or decommissioning of current environment, aiming to reduce licensing costs and optimize infrastructure. 

· Monitoring Panorama system availability for external integration points, web application availability, Cambian scheduler availability and report availability (must meet or exceed 99.0% during the supported hours of operation, excluding planned periods of outage)

· Process to ensure Panorama file system (multiple environments) is restorable in case a rollback is necessary after upgrades, patches or configuration changes. Also, eventual Ad-hoc file system backup requests

[bookmark: _Toc536451999]Server Management

· Working in conjunction with other organizations (SSBC, HSSBC, or IBM), participate in activities related to servers setup, upgrade, maintenance, ordering, etc. Also include server outage notification, server health monitoring and downtime planning. 

· Monitor certificates and follow a process that ensures their timely update

· Follow the BC Government management policies for password management (see the BC Government Office of the Chief Information Officer, IM/IT Standards Manual)

· Licensing management, which includes monitoring current licenses and triggering the renewal process whenever necessary (examples: Oracle, SAP and IBM Licencing)

· Log retention: The Panorama system must retain audit log data indefinitely.

[bookmark: _Toc536452000]Storage Management and Capacity Planning

· Data growth monitoring, ensuring that baseline data (200Gb) can support the projected yearly growth

· Monitor concurrent Panorama users and Transaction volumes and alert in case the limit stablished though Non-Functional requirements is approached. Be proactive in timely suggesting solutions to address capacity problems 

[bookmark: _Toc536452001]Network and Security Management

· Includes all activities related to security patch deployments and security monitoring. 

[bookmark: _Toc536452002]System Performance Management

· Performance assessment, monitoring, tuning, testing. Occasional participation in SWOT teams for critical troubleshooting.

· Occasional load and stress testing

[bookmark: _Toc536452003]Database Administration

· In addition to general database management support, sporadic need for creating data baselines (to populate new panorama environments, for example), which demands some level of data pre-processing (data scrubbing for privacy concerns).

· Database monitoring to the standards prescribed in the SLA (availability of 99.9% during the supported hours of operation – excluding planned outages)

· Pre-defined backup procedures, added by on-demand backups whenever upgrades, patches or configuration changes are applied, in order to support Database rollbacks (multiple environments)

[bookmark: _Toc536452004]Technical Change Management

· Guidance on architectural and technical decisions for Panorama and Panorama interfaces, whether it is requirements, configurations or installations. 

· Provides analysis and feedback on integration of new and existing Panorama packages and releases. Make sure that new patches or release don’t conflict with previously stablished Non-Functional Requirements for Panorama in terms of transaction times, security, privacy, recoverability, availability, auditability, etc.

· Apply critical patches to Panorama middleware components or infrastructure (30 days of notification). For regular patches, 90 days of notification. Log patch activity in the System Security Plan



		[image: PHSA Logo Colour]

		[image: bccdc_logo_coloured 2009]

		[image: IMITS_wordmark.jpg]

		Panorama – Technical Support Services



		▌

		P 7 of 7







image1.png

panoramao






image2.jpeg

. Provincial Health
\ . Services Authority

¥ \ Province-wide solutions.
X Better health.

N






image3.png

%(' northern health

the northern way of caring






image4.png

Al

island health






image5.png

Interior Health






image6.png

7

fraserhealth






image7.jpeg

mits






image8.jpeg

BC Centre for Disease Control

An agency of the Provincial Health Services Authority







		Technical Support Services – Maintenance Schedule

		[image: ]









		

		



		

		



		Panorama

Technical Support Services – Maintenance Schedule 

		



		

		







		

		[image: ]









		[image: PHSA Logo Colour]

		

		

		[image: ][image: ][image: ][image: ][image: IMITS_wordmark.jpg][image: bccdc_logo_coloured 2009]







[bookmark: _Toc310337072][bookmark: _Toc310337565][bookmark: _Toc332358452][bookmark: _Toc332805903][bookmark: _Toc382991874][bookmark: _Toc441139169]Table of Contents

Table of Contents	2

Maintenance Schedule	3






[bookmark: _Toc441139170]Maintenance Schedule

This table enumerates the most common technical support services for either Panorama or Cambian:

		Frequency

		Type

		Maintenance Items



		Daily

		Database Services

		· Check Broken Materialized View notifications

· Generic DBA Database Administration tasks



		

		Interfaces

		· Daily monitoring



		

		Incident Management and On Call support

		· Respond to on-call requests

· Information Requests, typically for log files



		

		Environment Management



		· Review and Monitor Performance across multiple environments (around 20 environments)

· Review Overnight Environment notifications for failures

· Server Management (Patching, OCIO/SSBC outage notifications, Backups, tape)

· Certificate Management (Expiry Tracking, Replacement, troubleshooting), Cert Tracker

· Password Management to service accounts (1000+)

· User Management (Requests and troubleshooting)



		

		Project and Technical Management

		· Work-task Management (through an issue tracker system)

· SLA monitoring and reporting



		Weekly or Occasional Services

		Communications and Meetings

		· Participating in Committees’ and Boards’ weekly meetings: TACC, CAB, PARB, PDA, Interfaces, TWG, JOST, etc.

· Outage notifications



		

		Environment Management

		· Update to environment dashboard/plan

· FW Requests (ISTORE)

· Access Requests (VPN, Backend server access)

· Roles and Permissions Scripting



		

		Database Services

		· Data Scrubbing and creating data baseline

· I2I requests (database copies between environments)

· Scripts and on-demand queries



		

		Incident Management and On Call support

		· Incident investigation (specially network, server or interface issues)

· Break fix for Dev/Test Environments



		

		Change and Release Management

		· RFC Management, work and deployment (in up to 24 environments)
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